GOVERNMENT OF WEST BENGAL
DEPARTMENT OF INFORMATION TECHNOLOGY & ELECTRONICS
4,CAMAC STREET (7" & 2" FLOOR), KOLKATA - 700 016

Phone : 2282-1 95273/4, Yox ; 2282-1944,

No.  113(70)-Com/IT/P/83/2003 YVol-V Daicd: 28.6.2017.
¥rom: Commissioner, E}I IT
I{nformation Technolagy & Electronics Depariment. _Y -
Govt, of West Bengal. / g ’1/"'
To: The Additional Chief Secretary/ Principal Secrelary/Secretary, M
Department, Government of WcsbBungaL

"/{“ District Maglsirate, A%

o, Pargaziens foicnlh) Djstrict, Wesl Bengal. W Ians H.JJ-
P.?'?J*-:Fﬂf'.rg*] g
M e g ftMya !

Sub. Action needed (o prevent Petya/Petwrap ransomware-reg. ﬂ"f Ca~
Sirfadam, Q’}’/a-{ \ﬂ"

Kindly reler 1o abave. You are awarc {hat there is @ cyber attack mentioned above which e
is being used Lo spread ransoMWATT ACI0S5S the cyber world. The behavior of the ransomware islo
encrypt Masler File Tree isbles for New Technology File System(NTFS) partilions and
overwriting the Master Bool Pecord wilh & cuslom bool lopder that shows a ransam note and
prevenis viclims from booting their compuler. A copy of an advisory for preventing he said
cyber attack is enclosed for ready reference.

In view of above, 1 am direcled Lo request you [0 kindly advise Nodal Officer of your
department/disuict’ o follow the sieps mentioned below besides the general guidelines, as
endorsed, to ensure safety of the [CT infrastruciure and critical installations of your department:-

1. Ensure thet [Ps viz 95.141.115.108, 185.165.29.78, 84.200.16,242 and 11 1,00.139.247 10
be blocked.

2. Ensure thal source email address wowsmith | 23456(@posteo.net to be blacked.

3. Apply patches :Refer(in Russia):https://habrahabr.ru/post/33 1762/

4. Disable SMBvI,

\:_\ff Compliance report may kindly be sent to secil@wb.gov.in.
{\\ Yours faithfully,
o)

: "ﬁ;{ - FATT Commissioner
"5.1 (A i IT & E Depariment




Advisory from the department of
Information Technology & Electronics,
Government of West Bengal on
Petya/Petwrap ransomware

What s Petya/Petwrap ransomware?

There are reports of Petya Ransomware attack. Please follow details mentioned below Lo protect
your systems against the attack. Petya Ransomeware is affecting computers globally. Here are
the things you should know about and how to stay protected.

How it spreads?

Petya delivery mechanism is by scam emails or phishing emails. Once the email attachment is
executed on the computer it shows the prompt of User Access Control. However, after executing
the program it encrypts the Master Boot Record (MBR) and replaces it with a custom boot
loader with a code to encrypt the full disk starting with MFT (Master File Tree) and leaves a
ransom note to users. Upon successfully encrypting the whole disk of the computer it shows the
ransom prompt.

Affected countries: UK, Ukraine, India, the Netherlands, Spain, Denmark, and others few
conlries.

Behavior;
Encrypts MFT (Master File Tree) tables for NTFS partitions and overwrites the MBR (Master
Boot Record) with a custom bootloader that shows a ransom note and prevents victims from
booting their computer.

L]

Actons to be taken:
1. Block source E-mail address
wowsmithl 23456 @postec.net

z. Block domains;
http://mischapukéhyrn72.onion/
http://petyasixfpaf7gai.onion/
http://petyagsenydykozn.onion/
http://mischasxyixamrhd.onion/MZaMM.I
http://mischapuk&hyrng2.onion/MZ2MMJ
http://petyagjxfp2fzgai.onion/MZ2MMJ
http://petyagsenydykozn.onion/MZ2MMJ
http:/ ;’benkow.neg’nb634933381:?dob:;uuaaceguabcﬁbm.bin
COFFEIMOFFICE.XYZ
http: // french-cooking.eom/f

4. Block IPs:
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G5.141.115.108
1B5.165.20,.78

84.200.16.242
111.00.139.247

4. Apply patches:
Eeler : https: //habrebhabr.ru/post/331752/

5. DHsable SMBy1

6. Update Anti-Virus hashes
aBogafabesealbrolflardisfseadecasylzqbee
bect7B164cedeas7Ba7ef4589018faq15510a7
dsblaliocerdhocq 3qd7esBebibqos2329ak0fea
abe7ang1057¢Ba6b1 84bag7r6czofrellegretsy
offorcaedadsdacobizes87aac2d91barz67sqanc
slealbb625103765d3redidogfboqdoerrdelngh
o78deadcsgce59l503c63bdb1 R el8a5aderisl
7ca37bB6fiaceroai1004490391dd2485b5ca18:
abri82foqboascreasfedacoebdfogastaly 7168
1b83acao1gaalbbzbhi by 6c0196d53th66082hs
Bzganazudo13lezadeflc7aquesBq4actddetbgasd

EEEQFI}];;JSmngMEHEJEng 00420B14D46811246FDARSF41 DFaFoDDgazCeaBl6
gﬁgﬁ%;ma?ﬂ-ﬁﬁs 160D73CoAE3AA1F03465AE75CB6AE754C7DCB3017AF1FBD
Imporiant link from Microsofl:
https:f/technet. microsoft.com/en-us/library/security/025685.a5px
Microsoft Rasp?nse Center Blog - hitps://blogs.technet. microsofi.com/msre/

Details on Jun17 Release- https: / /blogs.lechnet.microsofi-com/mare/2017/06/13/june-2017-
securiby-update-relesse/

Microaoft Security Guidance for Older Platforms- https://support.microsoft.com/en-
us/help/q4025687/microsoft-seeurity-advisory-q025685-guidance-for-older-platforms

Microsoft Security Advisory for supported platforma -
https:/ fsupport.-mjcrosolt.com/en-usfhelp/ 4025686 /microsoft-seruriby-advisory-4025685-
guidance-for-supported-platforms

Microsoft Soluton Acceleralors: Toals - hitps: //technet. micrascft.com/en-
us/solubonaccelerators/

Microsoft Security related Resources online - hitpa:/ /techne!l micrasoft.com/en-
.usfsecurity/
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Preventive sieps and recommendationst

1. Avoid clicking on links in email received from unknown sender

2, Apply all Microsoft Windows patches including MS17-010 that patches the Eternal Blue
Vulnerability

4. Make sure your anti-virus auto update is ON and is updated to latest.

4. Ensure you take a backup of your data to some external disk regularly.

5. Avoid login to computer with Administrative privileges. Work with user account that has
51]?1.;.[&”& user privileges and not administrative privileges. Click here to know more about
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GOVERNMENT OF WEST BENGAL
OFFICE OF THE DISTRICT MAGISTRATE

&
COLLECTORATE
INOFRMATION TECHNOLOGY
& ELECTRONICS DEPTT
Memo No: O 4 3 J'IT' Date: |0 /07/2017
lo

1-5.  The Sub-Divisional Officer, All, North 24 Parganas.

6-27. The Block Development Officer, All, North 24 Parganas.

27. The Deputy Labour Commissioner, Barrackpore, Morth 24 Parganas,

28-31. The Assistant Labour Commissioner, Barasat/Bongaon/ Basirhat/Bidhannagar, North 24

Parganas.
Sub:  Action needed to prevent Petya/Petwrap ransomware-reg.

Enclose please find herewith the letter vide No: 113(70)-Com/1T/P/88/2003 Vol-V Dated:
28.6.2017 which will speak for itself regarding to ensure prevention of cyber attack and to prevent
Petya/ Pebwrap Ransomware.

You are requested to take necessary action from your end accordingly.

Ercls: as stated,

y 4[4

Officer-in-Charge (1L
North 24 Parganas

Memo No: 04 3 /T T/ﬁ,(f)_) Date: |0 /07/2017

Copy forwarded for information to:

1. CA to Additional District Magistrate (General) for kind information to the Additional Dhstrict
Magistrate (General), North 24 Parganas.

5 The District Informatics Officer, NIC, North 24 Parganas for kind information and to upload
the document regarding the above to the District Website.

et
Officer-in=C (IT)

North 24 Parganas
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